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Privacy Notice for Staff 

 

How we use school workforce information 

Under data protection law, individuals have a right to be informed about how the school uses and 
personal data that we hold about them. We comply with this right by providing ‘privacy notices’ to 
individuals where we are processing their personal data. 
 
This privacy notice explains how we collect, store and use personal data about individuals we 
employ, or otherwise engage to work at our school. 
 
We, St Peter’s Church of England Aided School of Quarry Lane, Exeter, Devon, EX25AP  
are the data controller for the purposes of data protection law. 
 

The personal data we hold 
 
We process data relating to those we employ, or otherwise engage, to work at our school. 
Personal data that we may collect, use store and share (when appropriate) about you includes, but 
is not restricted to: 

• personal information (such as name, date of birth, employee or teacher number, national 
insurance number, payroll number, address, photograph) 

• Special categories of data including characteristics information such as gender, age, ethnic 
group, marital status 

• Contract information (such as start dates, hours worked, post, roles and salary information) 

• Work absence information (such as number of absences and reasons) 

• Qualifications (and, where relevant, subjects taught) 

• Identification (such as copy of passport, driving licence or birth certificate to demonstrate 
your right to work in the UK and to satisfy evidence for safe recruitment checks) 

• DBS number  

• Pre-employment references 

• Medical information to demonstrate fitness to undertake responsibilities of the post 

• Payroll and pension information (such as deductions, student loan deductions, bank 
details, salary sacrifice including child care voucher scheme) 

• Accidents and incidents in relation to Health and Safety 

• Data that shows who is present in our buildings 

• Data about your use of the school’s information and computer systems 
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Why we collect and use this information 

We use school workforce data: 

  
• to enable the development of a comprehensive picture of the workforce and how it is 

deployed 

• to recruit, retain, train, appraise, manage the welfare and performance of staff  

• to enable individuals to be paid, pension contributions made and tax and NI deducted  

• to undertake our responsibilities for safeguarding children  

• to provide employee services and benefits (such as childcare vouchers and pensions)  

• to enable the provision of education and pastoral care to our students  

• to communicate with you  

• to assess the quality of our services  

• to comply with the law regarding data sharing  

• to provide catering and payment services  

• to provide library, ICT and information services  

• to maintain staff records  

• to monitor equal opportunities  

• to ensure staff and student safety and security, to prevent and detect crime  

• to promote the school and its activities  

• to carry out audits (e.g. to ensure compliance with our legal obligations)  

• to deal with complaints, grievances and disciplinary actions  

• to complete DfE school workforce census  

• to administer school trips and activities  

 

The lawful basis on which we process this information 

We only collect and use personal information about you when the law allows us to. Most 
commonly, we use it where we need to: 
 

• Fulfil a contract we have entered into with you 

• Comply with a legal obligation 

• Carry out a task in the public interest 
 
Less commonly, we may also use personal information about you where: 
 

• You have given us consent to use it in a certain way 

• We need to protect your vital interests (or someone else’s interests) 

• We have legitimate interests in processing the data for example; 

• where processing is carried out in the course of the school’s legitimate activities 
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• For data collection purposes (Departmental Censuses) under the Education Act 1996 – this 
information can be found in the guide documents on the following website 
https://www.gov.uk/education/data-collection-and-censuses-for-schools 

 

Where you have provided us with consent to use your data, you may withdraw consent at any 
time. We will make this clear when requesting your consent  
 

Collecting this information 
 
Whilst most of information you provide to us is mandatory, some of it is provided to us on a 
voluntary basis. Whenever we seek to collect information from you, we make it clear whether you 
must provide this information (and if so, what the possible consequences are of not complying), or 
whether you have a choice. 
 

Storing this information 

We create and maintain an employment file for each staff member. The information in this file is 
kept secure and is only used for purposes directly relevant to your employment. 
 
Once your employment with us has ended, we will retain this file and delete the information in it in 
accordance with our records retention schedule which can be found on the school’s website: 
 

• http://www.spexe.org/our-school/life-at-st-peters/school-policies/ 

We store staff information on the following systems: 

• Edufocus - EVOLVE – Trips and Visits system 

• School computer network file servers – administration of information 

• Educational software providers in support of teaching and learning 

• SIMS – our school information management system 

• HCSS – the school’s finance and budgeting system 

• Groupcall – Exporter software for SIMS 

• ParentPay - SchoolComms parent communication and payment systems 

• Meritec - CPOMS – safeguarding and behaviour management system 

• Egress Switch – to provide encrypted secure file transfer  

• Microsoft Exchange – email communication system 

• Access IT Library Software – to enable resources to be shared with pupils 

• School Cloud Systems - Parents evening booking system 

• OSHENS – H&S Accident Reporting 

• Google – G-suite Classroom tools 

• Microsoft – Office 365 & Staff Home Use Portal 

• Clickview – online video resources 

• PaperCut – printer management system 

• Smoothwall – Internet Use monitoring and filtering 

• eSafe – Forensic keyword monitoring system 

 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
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Who we share this information with 

We routinely share this information with: 
 

• Our local authority 

• The Department for Education (DfE) 

• Our regulator, OFSTED 

• Educators and Examining bodies 

• HR ONE our Payroll provider 

• HMRC 

• Future employers (reference information) 

• Nationwide Retail Systems – for cashless catering 

• Peninsula Pensions who process our LGPS Pension Scheme 

• Teachers Pensions who process the Teachers’ Pension Scheme 

• Trade unions and associations 

• Cycle Scheme – www.cyclescheme.co.uk 

• Auditors 

• Scomis – who support us with SIMS & IT 

• Police forces, courts and tribunals 

• suppliers and service providers – to enable them to provide the service we have contracted 
them for, such as payroll, parent messaging systems etc. 

 

Why we share school workforce information 

We do not share information about workforce members with anyone without consent unless the 
law and our policies allow us to do so. 
 
Local authority  
We are required to share information about our workforce members with our local authority (LA) 
under section 5 of the Education (Supply of Information about the School Workforce) (England) 
Regulations 2007 and amendments. 
 
Department for Education (DfE) 
We share personal data with the Department for Education (DfE) on a statutory basis. This data 
sharing underpins workforce policy monitoring, evaluation and links to school funding / expenditure 
and the assessment educational attainment. 
 
Transferring data internationally 
Where we transfer personal data to a country or territory outside of the European Economic Area, 
we will do so in accordance with data protection law. 
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Data collection requirements 

The DfE collects and processes personal data relating to those employed by schools and local 
authorities that work in state funded schools (including all maintained schools, all academies and 
free schools and all special schools including Pupil Referral Units and Alternative Provision). All 
state funded schools are required to make a census submission because it is a statutory return 
under sections 113 and 114 of the Education Act 2005. 
 
To find out more about the data collection requirements placed on us by the Department for 
Education including the data that we share with them, go to: https://www.gov.uk/education/data-
collection-and-censuses-for-schools. 
 
The DfE may share information about school employees with third parties who promote the 
education or well-being of children or the effective deployment of school staff in England by: 
 

• conducting research or analysis 

• producing statistics 

• providing information, advice or guidance 
 
The DfE has robust processes in place to ensure that the confidentiality of personal data is 
maintained and there are stringent controls in place regarding access to it and its use. Decisions 
on whether DfE releases personal data to third parties are subject to a strict approval process and 
based on a detailed assessment of: 
 

• who is requesting the data 

• the purpose for which it is required 

• the level and sensitivity of data requested; and  

• the arrangements in place to securely store and handle the data  
 
To be granted access to school workforce information, organisations must comply with its strict 
terms and conditions covering the confidentiality and handling of the data, security arrangements 
and retention and use of the data. 
 
For more information about the DfE’s data sharing process, please visit:  
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  
 
To contact the DfE: https://www.gov.uk/contact-dfe 
 
 

 

 

 

 

 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
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Your rights 

Under data protection legislation, you have the right to make a subject access request to access to 
information about you that we hold.  
 
If you make a subject access request, and if we do hold information about you, we will: 
 

• Give you a description of it 

• Tell you why we are holding and processing it, and how long we will keep it for 

• Explain where we got it from if not from you 

• Tell you who it has been, or will be, shared with 

• Let you know whether any automated decision-making is being applied to the data, and any 
consequences of this. 

• Give you a copy of the data in an intelligible form 
 
You may also have the right for your personal information to be transmitted electronically to 
another organisation in certain circumstances. 
 
To make a request for your personal information, contact your line manager or your Headteacher. 
 

Your other rights regarding your data 

Under data protection law, individuals have certain rights regarding how their personal data is 
used and kept safe. You have the right to: 
 

• object to processing of personal data that is likely to cause, or is causing, damage or 
distress 

• prevent processing for the purpose of direct marketing 

• object to decisions being taken by automated means 

• in certain circumstances, have inaccurate personal data rectified, blocked, erased or 
destroyed; and 

• claim compensation for damages caused by a breach of the Data Protection regulations  

 

Complaints 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, 
or have any other concern about our data processing, please raise this with us in the first instance.  

Alternatively, you can contact the Information Commissioner’s Office at  
 

• Report a concern online at https://ico.org.uk/concerns/ 

• Call 0303 123 1113 

• Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Cheshire, SK9 
5AP 

 

 

 

https://ico.org.uk/concerns/
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Contact us 

If you have any questions, concerns, or would like further information about anything mentioned in 
this policy, please contact our headteacher in the first instance, or our data protection officer. 
 
Our Data Protection Officer is an external consultant from i-West, who performs this role under a 
service contract. 

• i-West  
Bath and North East Somerset Council, 
Guildhall 
High Street 
Bath 
BA1 5AW 
 
Email: steve_debruin@bathnes.gov.uk  
 
Tel: 01275 884283  
 

mailto:steve_debruin@bathnes.gov.uk

